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[EJA Y 3AJIAYY YYEBHOM JUCIUTIINHBI

Heﬂl/l OCBOCHUSA TUCHUIIIUHBI.

— (opmupoBaHUE Yy CTYIEHTOB TEOPETUYECKUX 3HAHWM M TMPAKTUYCCKUX HABHIKOB B 00JacTH
ympaBieHuss JoctynoM K 0Oazam naHHbeix (BJl) W mpuMeHEHHS COBPEMEHHBIX TEXHOJIOTHMA
oOecrieyeHHs UX 0€30MaCHOCTH, HAIPABJICHHBIX HA pelleHre MPo(ecCHOHANBHBIX 3a7a4d B 001acTH
uH(OPMAIIMOHHON 0€30MaCHOCTH, BKIIOUAsl aHAIN3 PUCKOB, Pa3pabOTKy MOIUTHK OE30MacHOCTH U
KOJJICKTHBHYIO paOOTy B IPOCKTHBIX TPyIIIax.

3a1a4M 0CBOCHUSA TUCIHHUILIMHBI:

— Myuumov npunyunet u mooenu ynpaegienus oocmynom (RBAC, ABAC, DAC, MAC) u ux
peanusayuro 6 CYBJ].

— Oceoumb mexHon02UU aAymeHmupuKayuy, aemopu3ayuy U Kpunmozpa@uueckou 3auumsl
OaHHUIX.

— Paszsums HasblKu HACMPOUKU cucmem ynpasienus uoenmuguxayuetl u oocmynom (IAM, IdM).
— Hayuumvcs  aumanusuposamo  yeposwi 6Oezonacrhocmu B/l u  paspabameieamv mepvl  ux
Heumpaiu3ayuu.

— Cghopmuposamsv ymenus KoaleKMUgHoU pabomsl npu NPOEKMUPOSaAHUU U Pearu3ayuil NOJUMuK
oezonacnocmu 6 CYB]/].

2. MECTO YYEBHOM JUCIHUIIJIMHBI B CTPYKTYPE OIOII BO

JucuunnuHa «YpaBieHue J0CTYIIOM U TEXHOJIOrHH obecrieueHus 6e3onacHoctu by
OTHOCHUTCS K 070Ky ITpo(hecCHOHANBHBIX AUCIUILUINH U U3y4aeTcs Ha 7—8 ceMecTpax OakaaBpuaTa
no Hanpasienuto 09.03.02 «MHpopMannoOHHBIE CUCTEMBI U TEXHOJIOTHI, TPO(UITH
«be3onacHOCTh HH)OPMAITMOHHBIX CUCTEM.

IIpeamecTByomue TUCHUILIMHBI (U3 NePeYHs):
® «ANTOpUTMHU3ALUS U TPOTPAMMUPOBAHUEY
e «YmpaBlICHUE JaHHBIMU
e «Kpunrorpaduueckre METObI 3aIIUTHI HHOOPMAITUN»
e «OCHOBBI U CTaHAAPTHI UHOPMALITMOHHON O€3011aCHOCTH
Hocaenyromme TUCUMIIIMHBL:
e «Yrpo3bl HH(HOPMAIIMOHHON 06€30MaCHOCTH, aHaJIU3 U OOHApY>KEHHE aTaK»
o «MeTobl U CPeNICTBA 3aAUTUTHI HHPOPMAITUN
3HaHUS ¥ HABBIKH, TIOJTYYCHHBIC B paMKaX JUCIUTUTHMHBI, HEOOXOIUMBI JIJISl IPOSKTHPOBAHIS 3aIUIIEHHBIX

MH(OPMALIMOHHBIX CUCTEM, aAMUHUCTpUpoBaHusl b/ 1 BeIMONHEHNS BHITYCKHON KBaJM(UKAIIMOHHON
paboTHI.

3. KOMIIETEHIIMU U IIJIAHUPYEMBIE PE3YJIbTATBI OBbYYEHMWSI,
®OPMUPYEMBIE B PE3YJIBTATE OCBOEHHMSA YYEBHOU JUCHUITJIMHBI

Ilepeyenb MIaHUPYeMBbIX Pe3yJIbTATOB 00yUYEeHUS 10 JUCUMUILINHE (MOAYJI10), COOTHECEHHBIX C



IUIAHMPYEMbIMH Pe3yJ1bTATAMH OCBOEHHUS 00pa30BaTeJbHOI IPOrpaMMbl

YK-9. Cnocoben Komnerentmst | YK-9.1. YK-9.2. Ilpumenser
MIPUHUMATH peanu3yercs [Tornmaer METO/IbI JINYHOT'O
000CHOBaHHBIC [TOJIHOCTBIO 0a3oBbIC AKOHOMHYECKOr0 U
AKOHOMUYECKHE TIPUHIIUTIBI (bMHAHCOBOTO
perieHus B (YHKIIMOHMPOBAH | TUTAHUPOBAHHMS JIS
Pa3IMYHBIX 00JIACTAX 1Sl 5)KOHOMUKH U | TOCTHYKCHUS
KU3HEICSITCIIbHOCTH HOKOHOMHYECKOTO |TEKYIIUX U
Pa3BHUTHS, TIETTU U | JOJITOCPOYHBIX
(dbopMbI yuacTusi | (PHHAHCOBBIX
rOCy/apcTBa B LEJeH, UCTIOB3YeT
SKOHOMUKE. (rHaHCOBBIC
WHCTPYMEHTBI JJI51
yIpaBJICHUS
JIUYHBIMA
(uHaHCAMU
(JTMIHBIM
OrOKETOM),
KOHTPOJIUPYET
COOCTBEHHBIE
AKOHOMHYECKUE
(bMHAHCOBBIC
PBIHKH.
OIIK-7. Cnocoben Komnerenmus  |OIIK-7.1. OIIK-7.2. Ymerb: |OIIK-7.3. UmeTh
OCYIIECTBIIATH BHIOOP| peanu3yerTcss  |3HaTh:OCHOBHBIEI | OCYINECTBIATHBBIO | HABBIKH: BIIaICHHUS
mwiatopm u MOJIHOCTBIO naTOPMBLTEXHON| oprIaThOPMUNHCT | TEXHOIOTHSIMU 1
HHCTPYMCHTAJIbHBIX O PYMEHT QJIbHBIX MHCTPYMEHTAJIbHBI
ImporpaMmMHO- HHCTPYMCHTAJIbH IPOTPaMMHO- MH IIPOTPAMMHO-
aIrrapaTHbIX CPEACTB bIC ITPOIrpaMMHO- aIrmapaTHbIX anmnapaTrHbIMUCPET
JUISIpeaTH3auH(O anmapaTHbIe CPEJICTB A CTBAMM/ISPEAIIH3)
PMAaITMOHHBIXCUCTEM. CpencTBa s peanmarmmHpop | TMHAE(OP
peanmzauuuuH}O MAIMOHHBIX MaIHOHHBIXCHUCTE
PMAIMOHHBIXCHCT | . M.
eM. ’
PUMEHSIETCOBPEM
€HHBIC TCXHOJIOTHH
peanu3aiuuHdOp
MallMOHHBIXCUCTE
M.
ITK-6. Cniocoben I1K-6.1.3nate:  |I1IK-6.2. YMers:  |IIK-6.3. NmeTh
MPOBOJIUTH aHAJIU3 BO3MOKHOCTH MIPOBOJINTH aHAIM3 |HABBIKH:aHATN3a
TpeOoBaHUH K CYIIECTBYIOIIEH |MCTIONHEHUS BO3MO>KHOCTEH
IpOrpaMMHOMY 1IpOrpaMMHO- TpeOoBaHUM; peanu3anuu
obecrieueHuto, TEXHHIECKON BHIPAOATHIBATE TpebGoBaHuii k
BBITIONHSATH PaOOThHI APXUTEKTYPHI, BAPHAHTBHI IPOrPaMMHOMY
10 MPOCKTHUPOBAHUIO BO3MOKHOCTH peau3anun 00ECTIEUEHHIO;
B ITPOrPAMMHOTO COBPEMEHHBIX U | 1066 0papmif; OLICHKH BpEMEHH
obecrieueHus. MEPCHEKTHBHBIX |11 0p0 71T, OlEHKY M TPYIOEMKOCTH
o ¥ 000CHOBaHME | PEeAM3AIH
Egi%%a(;fhﬁlmx PEKOMEH/TyeMbIX TpeGoBaHUH K
MPOJTYKTOB peIIeHNH; IporpaMMHOMY
TOXHIMYECKIX OCYIIECTBIIATH 00eCIeUCHHUIO;
CPEICTB; KOMMYHHUKAIIMH C COFJ'IaCOBaI—{’I/ISI
METOI0JIOTUH 3aMHTEPECOBAHHBI Tp€60BaHI/II/I K
paspaboTKu MH CTOPOHAMU, Hgor paMMHOMY
[IPOTPAMMHOTO 00€eCIIeueHHUIO C
06eCIICUCHNS 1 3aMHTEPECOBAHHBI
TeXHONOIHH MU CTOPOHAMH;
POrpaMMHUPOBaH OLICHKH 1
corjacoBaHUE

ns, METOO0JIOTUN




U TEXHOJIOTHH
MIPOCKTUPOBAHHUS
1 UCITOJIb30BaHUS
0a3 JaHHBIX;

CPOKOB
BBIMTOJTHEHUS
IIOCTaBJIEHHBIX
3a/1a4.

4. OFBEM JJUCIHUIIMHBI ¥ BU/Ibl YYEBHOM PABOTbHI

Cemectp
Bceero
1 2
OO01mmast TPyJ0eMKOCTh TUCITUTUTHHEI BCETO (B 252/ 108 144
3.e.), B 63.en
TOM YHCIIC:
AynuTopHbIe 3aHSATHUS BCEro (B akaj.yacax), B 106 50 56
TOM YHUCJIE:
Jlexun 42 18 24
[IpakTuueckue 3aHATHS, CEMUHAPBI 32 32
JlaboparopHbIe padOThI 32 32
KonTpons camocrositenshoit padotsl (KCP)
CamocrosTenpHas paboTa Bcero (B akaj.gacax),
P (Bakazuacax), | g 58 61
B TOM
4YUcie:
Bun urorosoit arrecranuu:
JK3aMeH/3aqeT™ 27 * 27
5. CTpyKTYypa M cofepKaHNe TUCHUNITHHBI
5.1 CTpykTypa AUCUMILIHHBI
Pasznen, Tema mporpammel yueGHOM qucu- | TpynoeMKoCTh (dac)
IIJIMHBI
Bcero B TOM uncne no BuiaM y4eOHBIX 3aHATHH
Jlexunn CemuHa- Jlabopa- [IpoBepou
PbL TIpaK- | TOpHBIE - HBIC
THYecKue | PabOThI TECTBI
3QHATHS
7 CEMECTP
'YapagiieHHe 10CTYIOM M TEXHOJOTHU
o0ecnieueHust 6ezonacHoctu BJ1.
(OCHOBBI yTIpaBJICHUS IOCTYIIOM H 8 4 4
6e3onacHocT B/]
Mogenu yrpaBieHHs TOCTYIIOM 10 4 6
Ayrentudukanus u apropusanust B CYB]] 12 4 8
Kpunrorpadgudeckne METOBI 3aIIUTHI 9 3 6
TAaHHBIX
MOHUTOPUHT U ayIUT AOCTYTIA 11 3 8




Hroro 50 18 32
8 CEMECTP
YrnpagieHne J0CTYIIOM U TeXHOJOTHH 14 6 8
o0ecneueHus 6esonacuoctu BJI.
Cuctems yrpasnenus goctyrnom (IAM, IdM) 14 6 8
3ammTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA 14 6 8
CoBpeMeHHBIC KHOEPYTPO3BI X METOABI HX 14 6 8
HENTpanIn3anun
Pa3padoTka nosurnk 6e3onacuoctu b/l 14 6 8
Htoro 56 24 32
HToro yacos 106 42 32 32
CamocrosTenbHas padoTa CTyICHTa, B TOM 119
qucIe:
- B ayJUTOPUH MOJ] KOHTPOJIEM
MPeToaBaTes
- KypCOBOE NIPOSKTUPOBAHHE
(BBITONHEHHE KyPCOBO PAGOTH) @opMBl TEKYyLIEro M pyOeKHOr0o KOHTPOJIS
- BHeayIMTOpHas paboTa IHOArOTOBJIICHHOCTH 06yqa10meroc;1.
Ok3ameH/3ayer™ 27
Bcero yacos Ha 0cBOEHHE y4EOHOTO 252

MaTtepurajia

5.2 Conep:xanue TUCHMILINHBI

7 cemecTp

Tema 1: OcHOBBI ynIpaBJjieHUs1 A0CTYNOM U 0e3onacHocTu BJ1

[Tonsarue ynpasnenus goctynoM. [Ipunnumnst CIA (koH(UIEHINATBHOCTD, IETOCTHOCTD,

JOCTYITHOCTR). YTpo3bl Oe3omacHoctu b/l (SQL-uHbeknnu, yreuku nanHbx ). HopMaTuBHBIC TOKYMEHTHI
(®3-152, 'OCT P 57580).

Tema 2: Mopaenun ynpapjieHHs JOCTYIIOM

Ponesast (RBAC), arpubytnas (ABAC), nuckpernmonnas (DAC), mannatuas (MAC) monenu.

Peanu3zarus B PostgreSQL, Oracle, SQL Server. CpaBHeHne MOeeii.

Tema 3: Ayrentudurkanus u apropuzanus B CYBJ]




Meroap! ayreHTHUKaKK: Tapoiu, ceptudukars, SSO, MFA. Ynpasnenue poisiMu u
npuBuierusmu. [Ipaktuyeckas Hactpoiika B PostgreSQL u SQL Server.

Tema 4: Kpunrorpagpuueckne MeTobl 321U THI JAHHBIX

[udposanne nannpix: TDE, mudposanue crondnos. Poccutickue cranmapter (TOCT 34.12-
2015). Ynpasnenue kimoyamu B CYB/I.

Tema S: MOHUTOPHHTI ¥ ayAUT A0CTyNA

WNuctpymentst Mmorutopunra (SIEM-cucremsr). Hactpoiika ayaura B CYBJl. AHanu3 JIoToB AJist
BBISIBJICHUSI YTPO3.

8 cemecTp

Tema 6: Cucrembl ynpasienus gocrynom (1AM, 1dM)

Apxutekrypa u HacTpoiika IAM-cucrem (Microsoft Entra, Solar InRights). Muarerpamus ¢ CYB/I,
Tema 7: 3amuTa 0T HECAHKIMOHUPOBAHHOIO JOCTYIA

Metonst 3amuTel 0T SQL-unbekiuii, DDOS, yreuek gannpix. OpraHu3alnoHHbIE MEPhI
0€30MacHOCTH.

Tema 8: CoBpemeHHbIe KHOEPYTPO3bI H METO/bI X HEeHTPAIU3aALNHU

Ananmu3 yrpo3: ¢ummuHr, BpenornocHoe [10, ataku Ha API. [IpakTideckne Kechl 1 MephI
MIPOTUBOCUCTBHUS.

Tema 9: Pazpadorka nmoautuk 0e3onacuoctu bJ1

Dransl pa3paboTKU MOJUTHK 0€30MacHOCTU. ABTOMATH3AlMsl YIPABIEHUS JOCTYIIOM. AHATU3
pEATbHBIX UHIIUAECHTOB B KOMAaH/IE.

6. YueOHO-MeTOaM4YecKOe M HH(OPMAITUOHHOE o0ecevyeHHe JUCIHUTIUHbI

Pexomenayemas imreparypa
OcHoBHas JuTepaTypa:

1. Munocnasckas H.I'., Tonctoit A.1. MndopmanronHas 6e3omnacHocTh: yueOHUK 1u1d By30B / H.I'.
Munocnasckasi, A.W. Tonctoit. — M.: FOpaiit, 2023. — 480 c. — (Bricuiee oOpa3oBanue). —
ISBN 978-5-534-15022-3. — Texct: anekrponnsii // ObC HOpaiir [caiiT]. — URL:
https://urait.ru/bcode/520123

2. AdanacweB A.A., Benennes JI.T., Boponnos A.A. u np. Ayrenrudukanus. Teopus u mpakTuka
obecrieyeHns: 6€30MacHOro 10CTyna K HHPOPMALMOHHBIM pecypcaM: yueOHoe ocoOue /Ui By30B
/ mox pen. A.A. lllenymanosa, C.JI. I'py3neBa, FO.C. HaxaeBa. — 2-¢ u3n., crep. — M.: I'opsiuas
muaug-Tenexom, 2012. — 550 c. — ISBN 978-5-9912-0257-2. — Tekcr: anexktpoHHblit / DBC
Znanium [caiit]. — URL.: https://znanium.ru/catalog/product/436855 (nmarta oOpatieHus:
16.04.2025).

3. BacunpkoB A.B., BacuipkoB M. A. Be3omnacHOCTh 1 yripaBlieHHE JOCTYIIOM B WH(GOPMAIIMOHHBIX
cucremax: yuebHoe nocodue / A.B. Bacunbkos, U.A. Bacuibko. — M.: UTHOPA-M, 2022. —
320 ¢. — ISBN 978-5-16-017345-0. — Texkcr: anekrponnsii // OBC Znanium [caiiT]. — URL:
https://znanium.ru/catalog/product/1901234

JlonosiHUTeIbHAS JIUTEPATYypa:

1. benos E.b., Jlocs B.II., Memepsikos P.B. OcHOBBI HH(POPMAITHOHHOM 0€30MacHOCTH: yueOHOe
noco6ue 11 By30B / E.b. benos, B.IL. Jlocs, P.B. MemepsikoB. — M.: ['opsiuast nunus-Tenexom,
2020. — 256 c. — ISBN 978-5-9912-0789-8. — Texct: anekrponnsiii / ObC Znanium [caiit]. —
URL.: https://znanium.ru/catalog/product/1234567



https://urait.ru/bcode/520123
https://znanium.ru/catalog/product/436855
https://znanium.ru/catalog/product/1901234
https://znanium.ru/catalog/product/1234567

2. IlonraBueBa M.A. MnpopmarronHast 6e3omacHocTh 0a3 JaHHBIX: yueOHOe mocodue / MLA.
ITonraBuesa. — CII0.: JIanp, 2021. — 208 ¢. — ISBN 978-5-8114-7890-3. — Tekcr:
anekTpoHHbIH // M3natensctBo Jlans [caiit]. — URL: https://lanbook.com/book/245678

3. HoBuxoB b.A., I'opmkora E.A., I'padeera H.I'. OcHOBBI TeXHOJIOTHIA 0a3 TaHHBIX: Y4eOHOE
nocobue / mox pen. E.B. Porosa. — 2-e m3n. — M.: JIMK Ilpecc, 2020. — 582 c¢. — ISBN 978-
5-97060-841-8. — Tekcrt: anexTponnsiii // Postgres Professional [caiiT]. — URL:
https://edu.postgrespro.ru/bases.pdf

1. MarepuajibHO-TeXHUYECKOe o0ecneyeHue TUCUMIIHHbI

Jlexuuu uMTaOTCA B ayIUTOPUHU, IPUCIIOCOOJICHHOM 171l paboThl ¢ mpoekTopoM. JlabopaTopHbie
3aHATUSA TPOBOJATCS B KOMIIBIOTEPHOM Kjacce ¢ JocTynoMm B MHTepHeT, W3 pacyera: OIUH
KOMIIBIOTEP Ha OJHOro oOywaromierocs. MUHHMalbHBIE TpeOOBaHUA K Kommbiorepam — O3V
1T'B, pexomenayembie — O3V 2I'b u 6onee. Onepanuonnas cucrema — cemeiictea MS Windows
wm cemerictBa GNU/Linux.

CamocrtosiTennbHasi paboTa BBIOJMHSETCS B KOMIIBIOTEPHBIX KJlaccaX M YHUTaJIbHOM 3ajie
YHHUBEPCHUTETA.

DJIeKTPOHHAs1 HHPOPMALMOHHO-00pa3oBaTe/IbHas Cpe/la YHUBEPCUTETA 00ECTIEUMBAET:
— JOCTYH K Y4eOHBIM IUIaHaM, pabo4yMM IporpamMmaM JAUCHUIUIMH (MOAyJieH), mporpammam
IPAKTUK, 3JIEKTPOHHBIM Y4YE€OHBIM M3JAHUSIM M 3JIEKTPOHHBIM 00pa30BaTENIbHBIM pecypcam,
yKa3aHHBIM B pa0ouuX MporpamMMmax JUCHMILIMH (MOAYNe), IporpaMMaM MPaKTHK;
— (hopMupoBaHHE 3MEKTPOHHOTO MOPTHOIMO OO0YUAIOLIErocs, B TOM YHCIE COXpaHEHUEe padboT
00y4aroIerocsi ¥ OLEHOK 3a 3TH pabOTHI.
B cnywae peanmzanuu mporpamMMbl MarucTpaTypbl ¢ NPUMEHEHHEM 3JIEKTPOHHOI'O 00yudeHus,
JUCTaHIIMOHHBIX 00pa3oBaTeNbHBIX TEXHOJIOT M JJIEKTPOHHAs MH(POPMALIMOHHO-
oOpasoBarelibHas cpejia AOMOTHUTEIBHO 00ECTICUnBAacCT:
— (pukcanuio xoxa oOpa3zoBaTENbHOIO NIPOIECCa, PE3yJbTATOB MPOMEXKYTOUHON arTecTaluu U
pe3ybTaTOB OCBOEHUSI OCHOBHOM 00pa30BaTeNIbHON MPOrpaMMBbl;
— NpOBEACHUE YYEOHBIX 3aHATHH, MPOLENYp OLIEHKH pEe3ylIbTaTOB OOYYEHMs, peanu3arus
KOTOPBIX TPEAYCMOTpEHa C TPUMEHEHHEM OJJIEKTPOHHOIO OO0YYeHHUs, JUCTAHIMOHHBIX
00pa3oBaTeNbHBIX TEXHOJIOTHIA;
— B3aUMOJICHCTBUE MEX/ly YUaCTHUKaMU 00pa30BaTeIbHOTO MPOIECCa, B TOM YUCIIE CHHXPOHHOE
U (UJIM) aCHHXPOHHOE B3aUMOIeHCTBHE OCPEACTBOM ceTH «HTepHeT».
@YHKIIMOHUPOBAHUE 3JIEKTPOHHOW HMH(OPMAIMOHHO-00pa30BaTeIbHON cpenbl o0ecreunBaeTcs
COOTBETCTBYIOIIMMHU  CPEACTBAMH  MH(OPMALMOHHO-KOMMYHHMKAI[MOHHBIX ~ TEXHOJIOTUH H
KBaJHpUKauend pabOTHUKOB, €€ HCIOIb3YIOIUX U MOJIEPKUBAIOIINX.
@OYHKIIMOHUPOBAHUE AJIEKTPOHHONW HH(OPMALMOHHO-00pa30BaTENbHON Cpebl COOTBETCTBYET
3aKoHOAarenbCTBy Pocculickon denepanun.
OObyuarommmcst obecriedeH JocTyn (yOaJeHHBIM JOCTYN) K COBPEMEHHBIM IPOo(ecCHOHAIbHBIM
6a3aM JaHHBIX ¥ MH()OPMAIIMOHHBIM CIPABOYHBIM CHUCTEMaM, COCTaB KOTOPBIX ONpeAeseTcs B
pabouux mporpammax AUCIHUIUIMH (MOyJIeH) U MOJISKUT OOHOBJIEHUIO (TP HEOOXOIMMOCTH) B
cootBercTBUM ¢ TpeboBanusmu ®PI'OC BO u ITOOII.

HudpopmannoHHo-6udIM0TEYHOE 00ecTiedeHne 00pa3oBaTeIbHOM MPOrpaMMbl

NudopmarnmonHo-0ubamoTevHoe o0CIy’)KMBaHWE  CTYJICHTOB u npodeccopcKo-
MpenoaaBaTeNbCKoro cocraa ocyuiectsisiercss Hayunoit 6ubnuorexoir (Hb) Murl'Y u urpaer
KJIIOYEBYIO POJIb B Y4€OHO-METOAMYECKOM 00ecTIeYeHUH 00pa30BaTeNbHBIX IPOrPaMM.

B Hayunoit OubnmoTexe co3gaHbl U JEHCTBYIOT B HACTOSAIIEE BPEMS: OTACIIBI 00CTy>KUBaHUS
yuTaTenei, OTaeNbl XpaHeHus (HOHI0B, OT/EN CIpaBOYHO-O0uOInorpaduyeckoi,
MH(OPMALIMOHHON U METOAMYECKOI pabOThI, OT/IE)I KOMIUIEKTOBAHHUS, y4eTa U HAyUYHOU
00paboTKH IUTEPATYphI, 0T/eN aBToMaTH3auu U [T ciyxO0bl, 4 YMTaNbHBIX 3a11a, YIEKTPOHHBIH


https://lanbook.com/book/245678
https://edu.postgrespro.ru/bases.pdf

YUTAJBHBIN 3211, @ TAKXKE DJIEKTPOHHAS OMOInoTeka. B untanpubpix 3amax Hb 454 mocamodHbIx
MecTa.
DneKkTpoHHBIN ynTanbHbIN 3a1 Hb npegocrasisier noctyn k cienyromum ObC: IPR-
bookshttp://www.iprbookshop.ru

[Ipesunentckas oubamoreka um. b.H. Enpiimna Harmmonanenast 6ubimorexka (HOB)

AWBC MeralIpo

Enunoe okHO goctyma k oOpa3oBarenbHbIM pecypcam http://window.edu.ru/ E-library.ru
(Hay4YHBIC CTATHU)

Pycckas BuptyanbHast 6ubaroteka http://rvb.ru (kmaccuka pycckoit TuTepaTypbl)

PecypcHblii 00beM OMOIMOTEUHOW AEATENBHOCTH, JUHAMHKA IOTIOJHEHHUS W OOHOBIICHHS
(GOHIIOB, UX COCTaB MO KAaYECTBEHHBIM M BPEMEHHBIM IapamMeTpaM MO3BOJISIIOT YHUBEPCHUTETY
obecrieunTh 00pa30BaTEIIbHBIN MPOIIECC HA KAYECTBEHHOM YPOBHE.

B mnacrosimee Bpemst ¢onn HayuHolt OMOMMOTEKHM YHHMBEpPCHTETAa COCTOMT M3 Y4eOHOIA,
y4eOHO- METOJMYECKOW, HAY4YHOH, HAyYHO-TIOMYJSPHOW, OOIIECTBEHHO-TIOMUTUYCCKOH U
XyJ0’)KECTBEHHOW nuTepaTyphl. KoMIiekroBaHue OMOIMOTEYHOrO (OHIA OCYIIECTBISETCS B
COOTBETCTBUH C 3asiBKAMH 3aBEIYIONINX KadeapaMu ¥ HavyalbHUKA HAYYHO-HCCIICI0BATEIIBCKOTO
CeKTopa.

®onp 6ubmoTeku HacuuThiBaeT 235908 enuHUIl XpaHEHUS, B TOM YHUCIIE:

8. MeToauuyecKkue YKazaHus 1Jist oﬁyqamnmxcﬂ M0 0OCBOCHMIO M CHUITIJIMHBI

Ha nexumsx mnpenopaBarenb 3HAKOMMT CIIyLIaTe€lIe € OCHOBHBIMU HOHATUSIMHU U
HOJIOKEHUAMHU 1O Tekylled Teme. Ha jeknusax ciiymatenb MoJIydyaeT TOJIbKO OCHOBHOM 00beM
uH(popMaluu 1o Teme. ToNbKO MOCEIEHNE JIEKIIUN SIBIISIETCS HEOCTATOYHBIM ISl TIOJATOTOBKU K
71a00paTOPHBIM 3aHATHUAM U 3K3aMeHy. TpelyeTcs Takke caMocTosTeNbHas padoTa 110 U3yUSHHIO
OCHOBHOM M JONOJHMUTEIIBHOW JIUTEpaTypbl M 3aKpeIUieHHE IOJYYEHHBIX Ha JIabOpaTOpPHBIX
3aHSTHUSIX HABBIKOB.

[IpakTHyeckue 3agaHMs IO TEMaM BBIIOJHIIOTCS Ha JIAOOPATOPHBIX 3aHATUAX B
KOMIIBIOTEpHOM KJjacce. Ecnu nmabopaTtopHble 3aHSATHS MPOMYIIEHBl (M0 YBAKUTEIBHOM WIIU
HEYBaXXMTEIbHON MPHYMHE), TO COOTBETCTBYIOIIUE 3a/JaHUSl HEOOXOIUMO  BBINOJHUTH
CaMOCTOSITENIbHO U TPEACTAaBUTh pE3yJbTaThl MPENOAABATENI0 HAa OYEPEIHOM 3aHSATHH,
KOHCYJIbTAIlMM WM Yepe3 00pazoBaTeIbHbIN MOPTal.

CamocrosTenbHas paboTa CTyIEHTOB — CIOCOO  aKTUBHOTO, IleJICHANpPaBJIEHHOTO
NpUOOpPETEHUsI CTYIEHTOM HOBBIX I HEr0 3HAHWW, YMEHMH M HaBBIKOB 0€3 HENOCPEICTBEHHOTO
ydacTus B 3TOM IIpoLecca NPEno1aBaTes.

KauecTBO mony4yaembIX CTYIEHTOM 3HAHMM HamlpsSMyH 3aBUCUT OT KaueCTBa M KOJIMYECTBA
HEO0OXOUMOr0 JOCTYITHOTO MaTepuasa, a TakkKe OT *eJlaHus (MOTHBAIMM) CTYAECHTa MX IMOIY4HTb.
[Ipu oOydyeHHUM OCYIIECTBISETCA IEJCHANPaBIEHHBI IpolLecC B3aWMOJICHCTBUS CTYAEHTa U
npenoaasarens s GOpMHUPOBAHUS 3HAHUN, YMEHUN U HABBIKOB.


http://www.iprbookshop.ru/
http://window.edu.ru/
http://rvb.ru/

PabGouas mnporpamma JUCHUMIUIMHBI «YTIpaBi€HHE JOCTYIIOM U TEXHOJOTHMH OOecreyeHUs
6e3zonmacHoctu BJl» cocraBnena B coorBercTBUU C TpeOoBaHusiMu PI'OC BO mo HampaBieHHIO
noarotoBku  09.03.02. «MHpopManMOHHBIE CUCTEMBI M TEXHOJOTHH», mpodmib «besomacHocTh
MHGOPMALIMOHHBIX CUCTEM» YTBEP>KJIEHHOTO MPHUKa30M MUHHCTEPCTBA HAYKU U BBICIIEr0 00pa3oBaHUs
Poccwuiickoit @eneparuu ot «_19 » centadops 2017 r. Ne 926 (pen.08.02.2021)

[TporpaMmMy cocTaBuIIv: CTapIIuiil npenoaBatenb kadenpsl «MHPOpMAIMOHHBIE CUCTEMBI
TexHoJorun» AnremupoB A.C.

[Iporpamma onoOpena Ha 3aceganuu kadenpsl «MHPOpMaLIMOHHBIE CUCTEMBI U
TEXHOJIOTUM

[Ipotokon Ne 8 ot «27» anpens 2026 roaa

[Tporpamma o00peHa YueOHO-METOIMYECKO KOMUCCHEH (PU3NKO-MaTeMaTHIECKOTo
¢bakynbpTeTa

[TpoTtokon Ne6 ot «28» ampenst 2026 roga
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[Ipunoxenue

®OH/]I OIEHOYHBIX CPEACTB JJUCIIUIIJIMHBI (MOJYJIS)

B51.B.05 YupaBjenue 10CTYIIOM M TEXHOJOIMH odecnieyenus 0ezonacuoctu BJ1

HanpaB.ﬂeHne HoAroTOBKH

09.03.02 UndopMannoHHbIe CHCTEMbI TEXHOJIOTHH

HanpasJijieHHOCTH (TPO¢UIIb MOATOTOBKH)

be3onacHOCTh HH(M)OPMAIIMOHHBIX CHCTEM

Kpainpukanus BeINYCKHUKA

Oakajas

®opma o0yueHus

Ounasi, 3a04Has

Marac, 2026r.



IlepeueHs TIaHUPYEMBIX PE3YIBTATOB O0YUEHUS 110 AUCHUTUIHHE (MOIYIIO), COOTHECEHHBIX C INTAHUPYEMBIMHU
pe3yapTaTaMH OCBOEHUS 00pa30BaTENbHOM MPOrPaMMBI

YK-9. Cnocoben Komnerenimst | YK-9.1. YK-9.2. [lpumenser,
MIPUHUMATH peanusyercs [Tornmaer METO/IbI JITYHOTO
000CHOBaHHBIE MOJIHOCTBIO 0a3oBbIC AKOHOMHYECKOTO U
AKOHOMUYECKHE MIPUHIIUTIBI (bHAHCOBOTO
perieHus B (YHKIIMOHMPOBAH | TUTAHUPOBAHHMS JIS
Pa3IUYHBIX 00JACTsIX 1Sl 5KOHOMUKH U | TOCTHYKCHUS
YKU3HEICITCIIBHOCTH HKOHOMHYECKOTO |TEKYIIUX H
Pa3BUTHS, TIETTH U | JOJITOCPOYHBIX
(dbopMbI yuacTusi | (PHHAHCOBBIX
rocyJapcTBa B 1eJIeH, UCIOJb3YeT
YKOHOMHUKE. (HAHCOBBIC
WHCTPYMEHTBI JJI51
yIpaBJICHUS
JIUMYHBIMH
¢buHancamMu
(JTMIHBIM
OrOKETOM),
KOHTPOJIUPYET
CcOOCTBEHHEIC
AKOHOMHYECKUE
(bMHAHCOBBIC
PBIHKH.
OIIK-7. CnocobeH Kowmrmerenmuss  |OIIK-7.1. OIIK-7.2. Ymetn: |OIIK-7.3. UmeTh
OCYHICCTBJIATH BBI60p peaIn3yeTCAa 3HaTh:OCHOBHBIEIT ocymeCTBﬂ;[TbBH6 HaBBIKU. BJIQACHUI
wiathopm 1 [OJTHOCTBIO NaT(hOPMBL, TEXHOT oprIaTGOPMUMHCT | TEXHOJIOTUAMH H
WHCTPYMEHTAIIbHBIX OTUUH PYMEHT QIbHBIX  |MHCTPYMEHTAJIbHEI
ImporpaMmMHO- HHCTPYMCHTAJIbH IPOrpaMMHO- MH [IPOTrPaAMMHO-
armaparHbiX CPpCACTB BIC IIPOrpaMMHO- aInmapaTHbIX anmnapaTrHeIMUCPEN
JuIIpeanu3auuH(o arrmapaTHbie CPEJICTB Ui CTBAMUUISIPEAIH3a
PMAaITMOHHBIXCUCTEM. CpencTBa s peanmsanmmHbop | ATHOP
peaJ'II/ISaLII/II/II/IH(I)O MAaIIUOHHBIX MAIIUOHHBIXCHUCTEC
PMaIMOHHBIXCHCT | - M.
eM. i
PUMEHSIETCOBPEM
€HHBIC TCXHOJIOTHH
peanu3aiuuHGOp
MallMOHHBIXCUCTE
M.
ITIK-6. Ciocoben [IK-6.1.3nare:  |TIK-6.2. YMmeTh: [1K-6.3. ImeTh
MPOBOJIUTH AHAJIU3 BO3MOKHOCTH MIPOBOANTD aHATHM3 |HABBIKM:aHAIN3A
TpeOOBaHMH K CYIIECTBYIOIIEH |MCIIONHEHUS] BO3MOXKHOCTEMH
[IpOrpaMMHOMY IIpOrpaMMHO- TpeOoBaHU; peanuzainuu
obecreyeHuto, TCXHUYCCKOU BBIPaOATHIBATH TpeOOBaHMI K
BBIITOJIHATH pa6OTbI APXUTCKTYPBI; BapUaHTHI NIPOrpaMMHOMY
M0 MPOEKTHPOBAHUIO BO3MOKHOCTH pean3aLny 06ECTIEUEHHIO;
B ITPOrPAMMHOTO COBPEMEHHBIX | 166 0parmif; OLICHKH BPEMEHN
o0ecrnieueHus. MEPCTIERTUBHBIX | 11050 /11T, OLIEHKY | TPYIOEMKOCTH
CPCHCEB 1 000CHOBaHHE peanuzanuu
Pa3padoTKH PEKOMEHIyEMBIX  |TPEOOBaHMH K
ﬁgg;@?{ I\{f(l;/[];{HX pemeHHﬁ; IIpOrpaMMHOMY
TeXHUUECKUX OCYMICCTBIIATE obecredcHHIO;
CPEJICTE; KOMMYHHKAIIUHU C COFJ%&COB&I—{I/I?I
METOI0OTHH 3aMHTepeCcOBaHHBl |TPCOOBAHUM K
pa3paboTKu MH CTOPOHAMM, HgOFpaMMHOMy
ITPOrPAMMHOTO 00€eCIIeueHHUIO C
obeceueHHs i 3aMHTEPECOBAHHBI
TeXHOTOIHH MU CTOPOHAMHU;
IPOrpaMMHUPOBaH OIICHKH 1
COTJIaCOBaHUE

ns;, METOOOJOT U




M TEXHOJIOTUH CPOKOB
MIPOCKTUPOBAHHUS BBITIOJTHEHUS

M UCITOJIB30BAHUS [IOCTaBJIECHHBIX
0a3 JaHHBIX; 3a7a4.




OHEHOYHBIE CPEACTBA JUIsI TEKYIIEI'O KOHTPOJIA YCHHEBAEMOCTH U
IMPOMEXYTOYHOU ATTECTALIUA

LLIKkana 1 KpUTEPUM OLLEHKMU NPOMEKYTOUHOM aTTecTauumu B popme 3ayeTta

MMOJTHOCTBIO 6€3 TpoOesIoB
WJIM B IIEJIOM, HJIA OOJIbIICH
YaCThI0, HEOOXOTUMbIE
MPAKTUYECKUE HABBIKU
paboThI ¢ OCBOCHHBIM
MaTepHaIoM COPMHPOBAHEI
VI B OCHOBHOM
c(hOopMUpPOBaHBI,

BCE WJIH OOJILIITMHCTBO
[PEIyCMOTPECHHBIX
paboueii nporpamMMoit
Y4eOHBIX 3aJaHu
BBIITOJIHEHBI, OT- JICJIbHBIC
13 BBIITOJIHEHHBIX 33 [aHHIA
coJiepKaT OLTUOKH

Onenka YpoBeHb OOmme TpeboBaHUS K pe- [lnaHupyemblie pe3yabTaThbl
(Gaswtbl) chopmupoBaH ~ BynbTaTaM aTTECTallud B 00y4eHus

HOCTH bopme 3auera

KOMITETCHIIUI
«3auTeHO» Boicokuit Teoperuueckoe 3HATD:

YPOBEHb CoJiepKaHUe Kypca OCBOGHO |- CHCTEMAaTU3HPOBAHHBIE,

r1yOOKHE U TOJHbIE 3HaHUS 110
BCEM pa3JieaM TUCIHILIHHEL, a
TaKXe [10 OCHOBHBIM BOIIPOCAM,
BBIXOIAIINM 32 TIPEACIIbI

yueOHOM MporpamMMsl;

- TOYHOE MCII0JIb30BaHHE
Hay4YHO} TepMUHOJIOTHH
CHCTEMaTHYEeCKH TPAMOTHOE U
ITOrMYEeCKH MTPaBUIIbHOE
W3JI0’KEHUE OTBETA HAa BOTIPOCHI,
YMerb:

- OpPHEHTHPOBATHCS B TEOPUSIX,
KOHLICTILUSAX U HAIIPABJICHUAX
IMVCIUTUTMHBL M TaBaTh UM
KPUTUYECKYIO OLIEHKY, UCIIONIb3YS
Hay4HbIE JOCTH)KEHUS IPYTUX
TTUCLUILINH;

- TBOpYECKasi CAMOCTOSITeIIbHAS
paboTa Ha MPAKTUYECKUX/
CEeMHMHAPCKHX/1a00paTOPHBIX
3aHATHUAX, AKTUBHOE Y4acTHE B
TPYIIIOBBIX O0CYKICHHSX,
BBICOKUI YPOBEHb KYJIbTYpPBI
WCIIOJTHCHUS 3aJaHHI;

Bianers:

- 0e3yInpevyHoe BlaJeHue
WHCTpYMEHTapueM yueOHou
MUCLUIUIMHBL, YMEHHE €T0

A PEKTUBHO KCIIONH30BATH B
OCTAaHOBKE HAYYHBIX U
MPAKTHYECKUX 3a/1a4;

- BbIpa)XEHHas CIOCOOHOCTh
CAMOCTOSITEIFHO W TBOPYECKH
pemaTh CIOXKHbIE MPOOJIEeMbl U
HECTaHIAPTHBIC CUTYAIIHH;

MOJIHOE U TIyOOKOE YCBOEHHE
OCHOBHOW M JIOTIOJTHUTEIbHOU
TUTEpaTyphl, PEKOMEHT0BAaHHOMH
y4eOHO! MpOorpaMMoil 1o
ITCLUTUTIHE;




ba3oBbIit Teopernueckoe cofiep>kaHne  3HATH:
YPOBEHB Kypca OCBOEHO B 11eJIoM 0e3 - JIOCTaTOYHO IOJHbIE U
[IpOo0EIoB, HEOOXOAUMBbIE CUCTEMAaTU3UPOBAHHBIC 3HAHUS
[PAKTUYECKHE HABBIKU [0 TUCLUILINHE;
[paboThI C OCBOCHHBIM YMeTh:
MaTepraIoM B OCHOBHOM -  OpPUEHTHUPOBATHCS B
c(hOpMHUPOBAHBI, OCHOBHOM TE€OPHUAX, KOHLIETILUAX
MPEyCMOTPEHHBIE pado4yeil | HAIIPABJICHUAX AUCLUIIIMHBI U
yueOHOM porpaMmon naBaTh UM KPUTUYECKYIO OLICHKY;
yueOHbIe 3aJaHus - HMCIOJIb30BaHUE Hay4YHOMU
BBITIOJHEHBI C OTAEIbHBIMU TEPMHUHOJIOIMH, JTUHTBUCTUYECKU
HETOYHOCTAMHU, KaYECTBO 1% JIOTUYECKU MIPaBUIILHOE
BBITIOJTHEHUS OOJIBIIMHCTBA M3JI0)KEHUE OTBETa Ha BOIIPOCHI,
3aJaHUI OLIEHEHO YHCIIOM YMEHHE JellaTh OOOCHOBaHHBIE
0aJIoB, OJU3KHUM K BBIBOJIBI;
MaKCUMYMY. Baagers:
- BJIQJICHHE UHCTPYMEHTapHEM
MO TUCIUILINHE, YMEHUE €T
MCII0JIb30BaTh B IOCTAHOBKE U
pellIeHnU HAyYHBIX U
Mpo(heCcCHOHATLHBIX 3a]1a4;
-  YCBOECHHE OCHOBHO 51
NOTIOJTHUTENIBHON  JIUTEpaTyphl,
[PEKOMEHI0BaHHON yueOHOI
IPOrpaMMOii 10 TUCIUILTUHE;
- caMocCTosTeNbHAs paboTa Ha
MPAKTUYECKUX 3aHATHUSX,
y4acTue B IPYIIIOBBIX
00CYXJI€HUSIX, BHICOKUI YPOBEHb
KyJIbTYpbl UCIIOJTHEHUS 3aaHUI;
- CpEIHUU YpPOBEHb
c(hOpMUPOBAHHOCTH 3asBIEHHBIX
B paboyeii mporpamme
KOMIIETECHIIHI.
Munnmanbsibl  [TeopeTnueckoe cojiepkaHue  [3HATh:
11 ypOBEHb Kypca OCBOEHO OouIbIeit - [OCTaTOYHBII
YaCThIO, HO IPOOETIBI HE HOCAT |MHUHUMAJIbHBIN o0beM

CYIIIECTBEHHOT'O XapakTepa,
HE00XOIUMbIE MPAKTUYECKUE
HABBIKH Pa0OTHI C OCBOCHHBIM
MaTepraIoM B OCHOBHOM
c(hopMupOBaHbI, OOJTBITUHCTBO
[PeyCMOTPEHHBIX paboyeii
yaeOHOM TTporpaMMoil yueOHBIX
3aJJaHUH BBITTOJHEHHI,
OTJICITbHBIC U3 BBITTOJTHEHHBIX
3aJaHUM cojiepKaT OIIMOKH.

3HAHUH 10 JUCLUIUIMHE;

-  YCBOCHHE OCHOBHOU
IIUTEPATYPBI, PEKOMEHI0BAaHHOU
yueOHOW MPOrpaMMoii;

YMers:

-  YMEHHE OPUEHTUPOBATHCS B
OCHOBHBIX TEOPUSIX,
KoHuenuusax 1 Hanpasiennsx
110 AUCLUIUIMHE U 1aBaTh UM
OLICHKY;

- HMCIOJb30BAaHUE HAYYHOU
TEPMHUHOJIOTHH,

CTHJINCTUYECKOE

1 JIOTUYECKOE U3JI0KEHHUE OTBETA Ha
BOITPOCHI, YMEHHE JI€JIaTh




BBIBOJIBI O€3 CYIIECTBEHHBIX
OIIOOK;

Baanern:

- BIAJICHUE HHCTPYMECHTaApHEM
y4eOHOW JUCIUILIMHBL, YMEHNE
ero MCII0JIb30BaTh B PEIICHUU
TUIIOBBIX 3a1a4,

- YMEHHE MO PYKOBOJICTBOM
[pero1aBaTesis pearhb
CTaHJapTHBIC 33/1a4H;

- paboTa moJ pyKOBOJICTBOM
npernojaaBaTess Ha
MPAKTUYCCKUX 3aHATUAX,
OITYCTUMBIH YPOBEHB
KYJbTYPbI UCITIOJTHCHH A

3aJaHul;
-II0CTaTOYHBIN MUHUMAJIbHBIN
YPOBEHB c(hopMUPOBAHHOCTH

3asBJICHHBIX B paboueld mpo-
rpaMMe KOMIETECHIIUH.

«He
3a4TEHOY

KOMITICTCHITUM,
BAKpEIICHHbBIC
3a
TACLIUTIIMHOMN,
He chopMupoO-
BaHbI

Teopernueckoe
coJiep:KaHre Kypca OCBOCHO
YaCTUYHO, HEOOXOAUMBIE
HaBBIKK PaOOTHI HE
c(hopMupOBaHbI HIIA
c(hopMuUpPOBaHBI OT/ICIIbHBIC
13 HUX, OOJILIIMHCTBO
[PElyCMOTPEHHBIX
paboueil yueGHoM
[IpOrpaMMOM 3aJaHUl He
BBITTOJTHEHO JTHOO0
BELITIOJTHEHO C TPYOBIMU
oImMOKaMH, KaUeCTBO UX
BBITTOJTHEHUS OIICHEHO
YHCIIOM 0ajIoB, OJIM3KHUM K

MUHUMYMY.

[ [nanupyemsl pe3ynbTaThl
00y4eHHUsI HE JOCTUTHYTHI

®OHJ OONEHOYHBIX CPEACTB IS TPOBEJEHUSA TEKYIHIEI'O KOHTPOJIA

Tunosble KOHTPOJIbHBIC 3aJaHUsl WM HHBbIC MaTEpualbl, HCOﬁXOI[l/IMI)Ie AJId OINECHKH

IVIAHMPYEMBbIX Ppe3yJbTaTOB O0y4YeHHsl IO JAWCHMILIMHE,

XapaKTepU3YIOUUX JTaNbl

¢GopMupoBaHus KOMIIeTEeHIMI B IIpolecce OCBOCHUA 00pa30BaTeIbHOI MPOrpamMMbl

Bomnpocsl k 3k3aMeny

MO JUCHUILIHHE YTIPaBJieHue J0CTYIIOM M TeXHoJ10ruu odecnevyeHus: 0ezonacaocru b1,

Yro Takoe YIIPpaBJICHUEC NOCTYIIOM K 0a3zam IlaHHLIX? OnummTe OCHOBHEIC IIPUHIHAIIBI CIA
(KOH(I)I/II[CHLII/IaJ'IBHOCTL, OEJI0CTHOCTD, I[OCTYHHOCTB).

Kakune HopMaTuBHBIE JOKYMEHTHI peryaupyroT 6e3zonacHocts b/l B Poccun? Onumure nx
OCHOBHbBIE TPEOOBaHM.

Kakue tuns! yrpo3 6ezonacHoctu b/l cymectytot? [IpuBeanTe mpuMepsl 1 CIOCOOBI UX

MHWHUMMH3AIINN.

Kak nmpuHUIun MUHUMaJIbHBIX TPUBUJIETUI PUMEHSIETCS B YIIPaBICHUH T10CTyIoM K BJ1?
[Tpumeps! peanuzanmu.
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Kakue ponu urparot cyobekT 1 00BEKT B MOJICNSAX YIPaBiIeHUs HocTynoM? ONuImTe ux
B3aUMO/ICHCTBHE.

Cpasuure mozaenu ynpasienus gocrynoM (RBAC, ABAC, DAC, MAC) no kputepusiM ruOKOCTH
U CJI0)KHOCTH pean3aliii.

Kak peammsyercs ponesast moaens (RBAC) B PostgreSQL? [TpuBeaute npumep HaCTPOUKH.

B uem npeumymiecta atpudyrnoii moaenu (ABAC) nepen nuckpennonnoii (DAC)? [pumepst
CLIEHapHEB IPUMEHEHMUSL.

Onwumute ManaatHyto Mozenb (MAC) u e€ npuMeHeHNe B BBICOKO3AIUIIEHHBIX CUCTEMAX.

Kakoli moaxo/1 K ynpasiaeHHIO JOCTYIIOM Jy4Ille UCII0JIb30BaTh B KoprnopatuBHoi bJ1?
Obocnyiire.

Kakwne meronpl ayTeHTudUKAIuU NpUMEHstoTcst B coBpeMeHHbIX CYB/1? Onmummre nx
MIPEUMYILECTBA U HEJOCTATKH.

Uro Takoe MHorodakropHas ayrentudukarus (MFA)? Kak e€ nactpouts B Microsoft SQL
Server?

Kak pabotaet texnonorus enunoro Bxofa (SSO) B kontekcre CYB/1? [Ipumepsl peanuzanuu.

Kak ocymiectisiercst ynpapneHue possimu U npusmiierusmu B Oracle Database? [pusenure
npumep SQL-3anpoca.

Kakue pucku cBsizaHbl ¢ HCIONIb30BaHueM ciiadbix naposieit B CYBJ1? Mepbl uX MUHUMH3AIIHN.

Uro takoe mpo3paunoe mmdpopanue nanabix (TDE)? Kak ono peammsyercs B Oracle u SQL
Server?

Onummre nponecc mudposanus cronduos B PostgreSQL. Kakue cranaaptel mmdpoBanus
HCIIOJIb3YIOTCA?

Kak poccuiickuit crangapt ['OCT 34.12-2015 npumensiercs B 3amute b/1? Cpasaute ¢ AES.
Kakue metoap! ynpasienus kpunrorpaduueckumu kiodamu npumensitorest B CYB/1? TIpumepsi.
Kak xpunrorpaduyeckrue METO bl TOMOTAIOT MUHUMH3HWPOBATh PUCKU YTEUYEK TaHHBIX?

Kakue ¢pynkuun Bomonusior SIEM-cuctemsl B MoHUTOpHHTe 6e30nacHocTH B/1? [pumepst
(Splunk, Solar Security).

Kak nactpouts ayaut nocryna B PostgreSQL? IIpusenure npumep SQL-3anpoca as ananuza
JIOTOB.

Kaxkue tumsr coopITH HE00X0UMO OTChekuBaTh npu ayaute bJ? O6ocHyiiTe.

Kak ananu3 710roB noMoraer BbISIBUTh HECAHKIIMOHUPOBAaHHBIN AocTyn? [IpuBenute npumep
Kelca.

Kakue uHCTpyMeHTBI HCIIONIb3YIOTCS [Tl aBToMaTu3auu Mouutopunra bJ1? CpaBaure ux
BO3MOYKHOCTH.

Onumnte apxutektypy cucteMm IAM (na mpumepe Microsoft Entra). Kak onu unrerpupyrores ¢
Cypa?

Kakue ¢ynkuun Bomonnsier Solar InRights B ynpasnenun nocrynom? IIpumMeps! crieHapues.
Kak cucremsr [dM nmoBeimarot 6e3onacuocts b/1? TlpuBenuTe nmpumep HaCTPOHKH.

Kakune merozsl 3ammtsl 0T SQL-unbexunii npumensitorca B CYB/1? [Tpumeps! peanuzanmm.
Kak oprannzosarts 3amuty BJI or DDoS-atak? Pons [AM-cucrem B 3TOM nporiecce.

Kaxkue coBpemennsie kubepyrpo3sl Hanbomee onacHsl it b/ (¢ummnr, BpenonocHoe I10, API-
aTaku)?

[IpoaHanu3upyiTe KEUC peallbHOM YTEYKU JAHHBIX U IIPEIIOKUTE MEPBI ITPEIOTBPALLECHUS.
Kak 3aumrute B/l ot atak Ha API? [TpuMepbl HHCTPYMEHTOB U METO/IOB.
Kakue opranuzanmoHHble Mepbl TOMOTAa0T MUHUMHU3UPOBATh PUCKU KHOEPYTpo3?

Kak ucrosnbp30BaTh pe3ysibTaThl aHAIM3a YTPO3 B KOJUIGKTUBHOM pa3pab0TKe MOJTUTUKU
Oe3omacHocTH?

OnwumuTe 3Tarnkl pazpadoTku noautuku 6e3onacHoctu bJl. Kakue acrekTsl yuuThiBatoTCs?
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Kak aBromaTusupoBats ynpasienue noctynom B CYBJ1? ITpumMepbl HHCTpyMEHTOB.
Kak oprannzoBarh KOJUIEKTUBHYIO pabOTy IIpH pa3pabOTKe MOJUTHKH O€301acHOCTH?.
[Ipoananu3upyiiTe peanbHbIA HHIUACHT Oe30macHoCTH b/l 1 peyiokuTe yiryqieHus: TOJTUTHKH.

Kak HopMaTuBHBIE TpeOOBaHUS BIMAIOT HA pa3padOTKy MOMUTHKH Oe3onacHocT B/1?

IIpakTHyeckue 3aJaHusl K IK3aMeHY
1O TUCHHILUIAHE YIpaBJeHHe J0CTYIIOM H TEXHOJIOruM odecnevyenus oezonacuocru b1,

CocraBbTe nepeueHb MOTEHIMAIBHBIX YIpo3 0€30macHOCTH Uil 0a3bl JAHHBIX MHTEpPHET-Mara3uHa
(manpumep, SQL-uHbeKIMH, yTEUKU AaHHBIX). Pa3paboTaiiTe pekoMeH1aluu 10 UX MUHUMU3ALINH.
N3yunte monoxenus ®3-152 «O mepcoHaANbHBIX JAHHBIX» M COCTaBbTE CIUCOK TpeOOBaHUH K
samute b/l, conep:kaiiei nepcoHaabHbIe JaHHBIE KIMEHTOB.

[IpoBenute ananmu3 npuHuunoB CIA (KoH(UIEHIIMAIBHOCTb, LEIOCTHOCTh, JOCTYIHOCTb) Ha
npumepe peanbHoi bB/I. Onpenenure, kakue MEpPbI 3aIIUTHI COOTBETCTBYIOT KaXKAOMY IIPUHIUILY.
[ToaroroBeTe oT4eT O ponu HopMmaTuBHbIX JokymeHTOB ([COCT P 57580) B oOecneuenuu
6e3onacuoctu b/, [IpuBenuTe mpuMeps! HX MPUMEHEHUSI.

Hactpoiite poneByto Mmoxaens nocryna (RBAC) B PostgreSQL nns Tpex moab3oBaTenei:
aJIMMHUCTPATOP, aHAIUTHUK, rocTh. Onpeennure NpUBUIEIUU Ul KaK0TO0.

Peanuzyiite arpulyrnyto mozaens goctyna (ABAC) B SQL Server, ucnonbs3yst aTpuOyThI (Harpumep,
Bpems noctyna, [P-anpec). [IpoBepbre paboTy Moiemm.

CpaBuute auckpeumonnyto (DAC) u wmanmatnyro (MAC) wmozenu ympaBieHUS JOCTYIOM.
Hacrpoiite DAC B PostgreSQL st Tabiuiibl ¢ KOH()HUACHIIMATIBHBIMA JaHHBIMH.

Pa3paboraiite cuenapuii npumenenuss RBAC u ABAC miia 6a3sl JaHHbIX npefnpuatusd. Onuimure,
KaK MOJIEJIN JOTIOJIHAIOT IpYT Ipyra.

Cozpaiite SQL-ckpunt mist peanusanuu poieil B Oracle Database ¢ orpanuueHmem noctyma K
TaOJIUIE COTPYAHUKOB TIO OTIEIIaM.

Hactpoiite mHorogakropuyto ayrentuduxanuo (MFA) ans noctyna x Microsoft SQL Server ¢
HCII0JIb30BAaHUEM NapoJIsl U cepTUdUKaTa.

Peanusyiite Mexanusm eauHoro Bxoaa (SSO) mus PostgreSQL, unterpupoannoro ¢ LDAP.
[IpoBepbTe 1OCTYN AJIst TECTOBOT'O MOJIb30BATENS.

Cozpaiite SQL-ckpunT ans ynpasieHus npuBuierusmu B Oracle: Ha3Ha4YbTe MOIH30BATENIO MpaBa
Ha YTEHUE U 3aIHCh B TA0JINILY, 3aTEM OT30BHUTE IpaBa Ha 3alKCh.

Hacrtpoiite ayrenTudukanuio Ha ocHoBe cepTudukatoB B PostgreSQL. IlposeprTe noctym ais
MOJIH30BATENS C CEPTUPHUKATOM.

Pa3paboraiite cuenapuii ans orpanuueHus nocryna k bBJ[ mo BpemeHu CyTOk (Hampumep, IOCTYI
tobko ¢ 9:00 no 18:00) B SQL Server.

Hactpoiite mpo3paunoe mudpoBanue aanubix (TDE) B Microsoft SQL Server mist 6a3bl JaHHBIX.
[IpoBeppTe 3aUTY TaHHBIX IPU IKCIIOPTE.

Peanusyiite mmdpoBanue cronbia ¢ KOHGUACHIMATBLHBIMUA JAaHHBIMH (HampuMmep, Homepa
KkpeauTHbIX KapT) B PostgreSQL. [IpoBepbTe noCTyM K 3aIn(pOBAHHBIM IaHHBIM.

Coszpaiite cucreMy ympapieHust kmodamu mudpoBanus B Oracle Database. Onummmre mporiecc
pOTalMM KITFOYEH.

Ha ocnose I'OCT 34.12-2015 peanu3yiite mudpoBanue TectoBoro Habopa aanHsix B PostgreSQL ¢
HCIOJIb30BAaHUEM BHEIIHETO KPUMITOTpapruuecKoro MoIyJis.

[IpoBenuTe CpaBHUTENBHBIN aHAIU3 IPOU3BOAUTEIBHOCTH b/] ¢ BKItOUEHHBIM U OTKIIFOUEHHBIM TDE
B SQL Server. [loagroroBsTe OTYET.

Hactpoiite aymut goctyma k Tabmune B PostgreSQL. Coszpaiite oT4eT O MOMBITKAax
HECaHKLMOHUPOBAHHOTO JJOCTYTIA.

Peanusylite MOHUTOPUHT aKTUBHOCTH Tosib3oBaTeneil B SQL Server ¢ ncnonb30BaHMEM BCTPOESHHBIX
MHCTpYMEHTOB aynauta. [Ipoananusupyiite noru.

Hactpoiite nnrterpauuto PostgreSQL ¢ SIEM-cucremoii (mampumep, Splunk) ans ananusa joros.
BrisiBuTE MO103pUTENBHBIE AEHCTBHUS.

Hanummre SQL-3ampoc s ananusa soroB ayauta B Oracle Database, BBISBISIONINI MOMBITKA
W3MEHEHUS JaHHBIX.
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Pazpaboraiite CLIEHapHit ABTOMATHUYECKOTO OTIOBEIIECHUS npu 0OHapYKEHUH
HECaHKIIMOHUPOBAHHOTO focTyma B PostgreSQL.

Hacrpoiite unrerpamuio Microsoft Entra ¢ SQL Server ans ynpapieHust 10CTyroM IOJIb30BaTeCH.
[IpoBepbTe aBTOpU3ALUIO.

Peanmuzyiite ynpasienue unentuduxamueii (IdM) B Solar InRights nnst 6a3er qanubix PostgreSQL.
Hacrpoiite posu s 10JI30BaTEIICH.

Pazpaboraiite crenapuii maTerpanuu IAM-cuctembr ¢ Oracle Database st aBTOMaTH4ecKoro
YIPaBJIECHUS YUETHBIMU 3aIIUCSIMHU.

[IpoBeauTe TectupoBanue mnpomsBoauTebHOCTH bJ[ mpu ucnonbp3zoBanun [IAM-cuctembr (Solar
InRights) anst ynpaBineHHus JOCTYIIOM.

Co3znaiite ToKyMeHTaIno 1711 HacTpoku Microsoft Entra B koHTekcTe ynpaBieHus qoctynom Kk b1,
Onuimure 3Tanbl UHTETPALUH.

Peanuzyiite 3ammuty or SQL-unbekunii B PostgreSQL, ucnonbs3ys mapaMeTpru30BaHHbBIE 3aIIPOCHI.
IIpoBepbTe YyCTOMYMBOCTB K TECTOBBIM ATAKAM.

Hacrpoiite 3amuty B/l ot DDoS-arak ¢ ucnonbp3oBanueMm (uibTpanuu Ha ypoBHEe IAM-cucteMbl
(Microsoft Entra).

Pa3zpaboraiite cuenapuii 3amuThl OT yTedek JaHHBIX B SQL Server ¢ wucnonp3oBaHueM
MacKHUpOBAaHMSI JaHHBIX.

[IpoBenute ananuz ys3Bumocteit b/l ¢ momompio unctpymenta Kali Linux (mampumep, sqlmap).
CocTaBbTe OTYET C pEKOMEHJAIUSIMHU.

Hactpoiite orpanmuyenne noctyma k bJI mo IP-ampecam B PostgreSQL. IIpoBepbre paboTy
OTpaHUYCHUH.

[Ipoananu3upyiiTe KeWc pealbHON yTEYKHM JaHHBIX (HAMpUMeEp, W3 OTKPBITHIX HCTOYHHKOB).
PazpaboraiiTe mian npeaoTBpaLICHHUS.

Peanusyiite 3amuTy OT (PUIIMHTOBBIX aTaK, HAMIPABJICHHBIX HA KPaXy YUYETHBIX JAHHBIX IS IOCTYIa
k B/I. Hactpoiite MFA B Oracle.

[IpoBenute cumynsauuio ataku BpemoHocHoro IO na B/l ¢ wucnons3zoBanmem Kali Linux.
PazpabotaiiTe Mepsl pearupoBaHusl.

Hactpoiite monutopunr API-3ampocoB k bBJ[ 1y BbIABIEHHS NOJO3PUTEIBHON AKTUBHOCTH.
Ucnonesyiite SIEM-cuctemy.

PazpaOoraiiTe cueHapuil pearMpoBaHHs Ha HHIMICHT, CBA3aHHBIH C KommpomeTauued b/
(Hanpumep, ransomware).

PazpaOoraiite monuTuky Oe3zomacHOCcTH Ui 0a3bl JaHHBIX NpeAnpHsTHs, BKmouatromyio RBAC,
mugpoBanue u ayaut. [IlposepsTe ee peanuzanuto B PostgreSQL.

Co3pnaiiTe aBTOMaTHU3UPOBAHHbBIN CKpUNT [ npoBepku cooTBeTcTBHs bJl TpeboBanumsm ®3-152
(Hanpumep, HanUyue MWU(POBAHUS, AyIUTA).

[IpoBenute ayaut cymecTByromei momutuku OezonmacHoctd bJl. Ilpennmokute ymydineHus Ha
OCHOBE aHaJIn3a PUCKOB.

PazpaOoraiiTe 1u1aH pe3epBHOrO KOMUPOBaHUS M BoccTaHoBieHus bBJ[ ¢ yuetom TtpeGoBaHmii
oe3omacHoctu (P3-152).

Cozpaiitte UML-nnarpamMmmy Uil CUCTEMBI yIpaBieHHMs JocTynoM K bJl, BkiIrouarolryro poiw,
MIPUBUJIETUU U ayJIUT.

Peanusyiite nporpammusiii kox Ha C++ Uil mpoBEpKM LETOCTHOCTH AaHHBIX B B/l (Hampumep,
BBIYHCIICHHE XOIIIa).

PazpaOoraiiTe cueHapuii aBTOMaTHU3alluK ynpasieHus 1ocTynoMm B PostgreSQL ¢ ucnonb3oBaHuem
ckpunToB Ha Python.

[IpoBenuTe KOMaHIHBIA aHATU3 Kelica MHIMAEHTa 0€30MacHOCTH (HampuMep, yTeuka JaHHbBIX) U
pa3paboTaiiTe peKOMEH IallhH.

Hactpoiite monutuky poraunuu naposied juia nosb3oBareneit BJI B SQL Server. Ilposepwte ee
BBITIOJTHEHHE.

Peanusyiite TecToByIO cpemy A MpoBepkH monuTuku OezomacHoctu BJ[ B VirtualBox. Onummre
pE3yNIbTaTHI.

Pazpaboraiite mnporpammy Ha C++ 111 MOHUTOpPHHra AaKTHUBHOCTH ToJjb3oBareneid B B/l
MHTErpupoBaHHYIO ¢ jJoramu PostgreSQL.



